BROKERDEFENDER Record CC3680C1
FORENSIC AUDIT RECORD Tamper-evident, electronically generated

Carrier Vetting Forensic Audit Record

Evidentiary record of carrier-vetting activity. Archived for tamper-evident verification. Stored unmodified at the timestamp indicated
below.

RECORD ID: CC3680C1-BFCF-4073-A0F4-D6FA9B4F5478

RECORD TYPE: Forensic Audit Record

PACKET ENCLOSING: BrokerDefender_Due_Diligence_Packet_CC3680C1.zip
CARRIER USDOT: 1597181

GENERATED: 2026-08-23 03:43:21 UTC

ARCHIVED BY: BrokerDefender automated vetting system

1. Audit Event Timeline

Chronological record of automated events during this vetting transaction. All timestamps are UTC.

EVENT TIMESTAMP (UTC) MEASUREMENT
FMCSA retrieval initiated 2026-08-23 03:43:19 derived

FMCSA payload received 2026-08-23 03:43:21 measured
Decision engine generated 2026-08-23 03:43:21 measured

Packet assembled and hashed 2026-08-23 03:43:21 measured

2. Cryptographic Anchors

SHA-256 hashes of the documents in this packet. Recompute against the downloaded file bytes to verify integrity. Hashes are
also written into the packet's raw/report_hash.txt manifest and onto the corresponding row in BrokerDefender's database.

Internal document hashes (SHA-256)

01_Executive_Vetting_Report.pdf
40b427dd16d02edBbc89512ebabb57617a690ce%a34b0698766T49bb35a70FS55

02_Compliance_Attestation.pdf
4b515482d5ddea09b411d299a60680459e0ab4aab02a221ad7eab7993b66d497

03_Transportation_Risk_Audit.pdf
5112Fca5726257h438a6ad8920F71966ccb662fF48c68FF527b96ab25a96F7427

raw/carrier_snapshot.json Verification QR
e7fa0f65e4ad9c71a05500f40e12b85acdd0B01097b7136Fed90d486ddB8bca2

Online verification
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https://brokerdefender.com/verify/cc3680cl-bfcf-4073-a0f4-d6fa9b4f5478

Visit the URL above (or scan the QR code) to verify this packet's integrity. The four hashes above cover
every document inside the ZIP, and are also written into raw/report_hash.txt. The enclosing ZIP's own
SHA-256 is displayed on the vetting result page in BrokerDefender alongside the download button - it is
not printed inside the ZIP because the ZIP cannot contain its own hash.

3. Raw Retrieval References

Identifiers necessary to re-locate the source data this record was built from.

SOURCE PROVIDER FMCSA (Federal Motor Carrier Safety Administration)
SOURCE ENDPOINT https://mobile.fmcsa.dot.gov/qc/services/carriers
LOOKUP KEY USDOT 1597181

AUTHENTICATION FMCSA-issued webkey (Login.gov)

SNAPSHOT FILE raw/carrier_snapshot.json (within this packet)
DECISION ENGINE montgomery-vl

RECORD STORAGE BrokerDefender database (VettingChecks)

4. Chain-of-Custody Attestation

BrokerDefender attests that the source data referenced above was retrieved live from the FMCSA QCMobile API at the
timestamp shown in the audit event timeline and stored unmodified in the carrier snapshot archive prior to any decision
processing. The documents in this packet were electronically generated from the stored snapshot and the decision engine
output at the timestamps shown above. The SHA-256 anchors in Section 2 are the points of comparison for tamper-
evident verification. This record does not constitute legal advice or a legal opinion.

BrokerDefender Forensic Audit Record - electronically generated, stored 2/2
unmodified



